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Motivation
Climate Change

e Smart meter data contains an enormous amount of potential predictive power
that will aid the transition away from fossil fuel technologies to cleaner and

renewable technologiesi;.

* Reliable forecasting will provide opportunity for more efficient optimisation of
electricity grids to cope with varying energy demand and increasing
contributions of renewables in the energy mix.

* Accurate forecasting is important here to understand how demand is evolving
with consumer behaviour change (e.g. EV charging, electric heating and
cooling).



UK smart meter rollout

 Smart Energy GB recently switched its advertising
message

* from: Helping you save energy in the home

* to: Doing your bit to help upgrade the UK’s
energy system

* The focus here is to understand the demands on
the energy system ahead of time to reduce wasted
energy and plan energy infrastructure in the future




Motivation

Data Privacy

 Smart meter installation in most countries is an opt-in process and levels of
adoption of smart meters remains low.

» Data privacy and security concerns are among the most cited reasons
consumers give for rejecting a smart meter installation;.

* High-resolution smart meter data is particularly sensitive as it can easily
enable inference about household occupancy, lifestyle habits or even what
and when specific appliances are being used in a household.

* [he privacy concerns include government survelllance, energy suppliers
selling data and illegal data acquisition/use.



Privacy issues with smart meters

What data do smart meters collect and transmit?

* Aggregate electricity consumption for a household:

* How much electricity was consumed in a given time interval
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* Collected every 5, 15, 30 or 60 minutes depending on the type
of smart meter. Up to 288 readings per day (vs ~1 meter

reading per few months using an analog meter)



Privacy issues with smart meters

What can be inferred from this data?

* How many people occupy the household at particular
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In use Appliance energy profiles inferred from aggregated smart meter data collected every 5 minutes

* Whether lighting is switched on at "odd-hours” in the
night (possibly indicating illness)



Federated Learning + Energy
Demand Forecasting




Federated learning
What is it?

* [rain a machine learning model on distributed data
» Users maintain control/privacy of their data
» Users contribute what their local model learns to a global learning objective
 Assumptions
 Many participating users

e \Varying data distribution among users = challenging



Federated learning

How does it work?



Federated learning

How does it work?

Server

Global model

Clients



Federated learning

How does it work?

Server

Clients



Federated learning

How does it work?

Server Clients

Send global model
to clients

Global model




Federated learning

How does it work?

Server Clients

Send global model
to clients

Global model




Federated learning

How does it work?

Server Clients

Randomly select
participating clients | |
/ ‘
E ' |

tolerant of communication failure

Send global model
to clients

Global model

4L
I ) |

Sendx—r_ﬁodel Local model

Clients train
parameters back to local models on
server

their own data




Federated learning

How does it work?

Server Clients

Randomly select
participating clients

Q tolerant of communication failure

. . Local model
Average all Send model Clients train
parameters back to

client model local models on
parameters Server their own data

Send global model
to clients

Global model




Federated learning

How does it work?

Server Clients

Randomly select
participating clients

Update global
model

Send global model
to clients

tolerant of communication failure

Global model

. . Local model
Average all Send model Clients train
parameters back to

client model local models on
parameters Server their own data




Federated learning

How does it work?

Repeat process until the model
achieves some desired accuracy



How does federated learning preserve privacy

* Private data is not collected/stored by a third party

e The data never leaves the user’s device

* Private data is not used for any other machine learning tasks that the user
didn’t agree to

* After a model is trained, new private data doesn’t need to be sent to a third
party to provide predictions

* The final fully trained model is available to all users locally at the end of
training



Energy demand dataset

 Low Carbon London project, led by UK Power Networks

e 5,567 smart meters installed in residential properties in London, UK

* Long baseline of energy consumption readings (2011 - 2014)
 Combined with temperature and humidity data from the Met Office UK

* Highly correlated with energy demand - will help with predictive forecasting



Proposal of a Federated
Learning Energy Demand
Forecasting Application

* Privacy, data protection & security are the most
cited concerns by users wary of upgrading to a
smart meter.

* Federated learning could help alleviate these
concerns - raw smart meter data is never shared.

* Demand prediction application:

e Train a time-series/sequence model (e.g LSTM)
using federated learning.

 Compare with clustered version of FL to
optimise for groups of households who use
energy in a similar way.

* Aggregate predictions using a privacy
preserving method (further protecting individual
user predictions)
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Abstract

In this proposal paper we highlight the need for privacy preserving energy demand
forecasting to allay a major concern consumers have about smart meter installations.
High resolution smart meter data can expose many private aspects of a consumer’s
household such as occupancy, habits and individual appliance usage. Yet smart
metering infrastructure has the potential to vastly reduce carbon emissions from the
energy sector through improved operating efficiencies. We propose the application
of a distributed machine learning setting known as federated learning for energy
demand forecasting at various scales to make load prediction possible whilst
retaining the privacy of consumers’ raw energy consumption data.

1 Motivation & Impact

Smart meters are being deployed in many countries across the world for the purpose of optimising
efficiency within electricity grids and giving consumers insight into their energy usage. The meters
record energy consumption within a building directly from the electricity supply and periodically
communicate this data to energy suppliers and other entities in the energy sector. Smart meter data
contain an enormous amount of potential predictive power that will aid the transition from fossil
fuel technologies to cleaner and renewable technologies [1]. However this high-resolution data is
particular sensitive as it can easily enable inference about household occupancy, lifestyle habits or
even what and when specific appliances are being used in a household.

A large contribution of renewables in the energy mix poses a significant challenge for balancing
supply and demand. If peak demand coincides with low wind/solar inputs, energy must be provided
by reliable backup generation, such as idling gas turbines. Such solutions are very costly, both
economically and environmentally and serve to discourage the installation of large amounts of
renewable energy production. Reliable forecasting will provide opportunity for more efficient
optimisation of electricity grids to cope with varying energy demand.

With a rapidly evolving global climate and swinging extremes of temperature, large heating and
cooling loads will become a more significant factor in energy demand profiles. Additionally, as other
areas of our daily lives become decarbonised, loads from electric vehicles etc. will pose a strain on
electricity grids. Accurate forecasting is important here to understand how demand is evolving with
consumer behaviour change. Demand side response applications - those that actively or suggestively
seek to reduce peak loads when necessary - can also benefit from accurate realtime forecasting.

Despite the benefits for promoting a greener energy sector, smart meter installation in most countries
is an opt-in process and levels of adoption of smart meters remains low. Data privacy and security
concerns are among the most cited reasons consumers give for rejecting a smart meter installation [2].

Preprint. Under review.




Thank you for listening
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